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In today's world where data is the new oil, privacy poses a
formidable challenge to growth. I have spent the past four
years trying to pioneer 'PrivTech': research that guarantees
privacy as a fundamental right. The fourth paper is
separate from this theme, focussing on a mechanical
engineering solution.
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ZeroWallet: Zero Knowledge Proofs Based Protocol to 
Secure Private Keys with Low-entropy Passwords 

Introduction. ZeroWallet is a cryptographic protocol designed to provide the convenience of 
brain wallets with a security guarantee comparable to third party multi-sig setups. It provides 
a novel non-custodial method of deriving private keys from passwords whilst ensuring brute 
force resistance. ZeroWallet relies on an Oblivious Pseudo Random Function (OPRFs) that is 
derived from the OPAQUE password authenticated key exchange protocol to ensure that 
clients never see the server key (a salt) while the server never sees the client’s passwords. 
Through an incorporated 2,3 threshold secret sharing scheme, the protocol also allows for 
private key recovery even in the absence of server interaction. ZeroWallet is implemented on 
Elliptic Curve Cryptography (ECC) and a fully functional public demo is available at 
https://app.zerowallet.me. 
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The ZeroWallet protocol was developed by me with Dr Andrew Miller, Asst. Professor of ECE at 
University of Illinois, Urbana-Champaign (UIUC). The protocol is completely open source, with the code 
& documentation available at https://github.com/amsee01/ZeroWallet. The project page is 
http://zerowallet.me. ZeroWallet has now been nominated for a ZCash Foundation Grant and will likely 
be included as part of a ZCash Improvement Proposal (ZIP). See the coverage by UIUC at 
https://csl.illinois.edu/news/high-school-senior-develops-new-cryptocurrency-protocol-csl and the 
Initiative for Cryptocurrencies & Contracts (IC3) at https://www.initc3.org/blogs.html.  
 
 
  

Working Proof of Concept 

app.ZeroWallet.me 
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Privacy Centric Collaborative Machine Learning Model 
Training via Blockchain 

Abstract. This paper tackles the issue of data siloing, where organisations are unable to share 
data with each other because of privacy concerns. Machine Learning models, which could 
benefit greatly from larger data sets shared between organisations, suffer in this era of data 
isolation. To solve this problem, a blockchain based implementation is proposed that allows 
training of machine learning models in a privacy compliant way. Instead of using blockchain 
in a typical database-style manner, the proposed solution uses blockchain as a means to handle 
joint ownership and joint control over a computer system known as the Training Machine. The 
Training Machine, set-up jointly by consortium members, serves as a secure, independent 
container that accepts data sets and an untrained model as inputs from different entities, trains 
the model internally, and outputs the trained model without revealing any data to other entities. 
Data is then deleted automatically. Blockchain ensures that this machine is not under the 
control of any one entity but is rather controlled transparently by all data-sharing parties. By 
placing sensitive information in an isolated system, and establishing blockchain based access 
control, the solution ensures that data is not accessible to any party other than the owner. The 
paper also shares use cases of this technology, along with a risk analysis and proof of concept. 

Keywords: Private data sharing, Shared model training, Blockchain access control, 
Consortium data exchange, Deep learning training. 

Paper Presented at IEEE Cybernetics Conference in University of Salamanca, Spain. Published as part 
of conference proceedings in Springer’s Advances in Intelligent Systems and Computing series (AISC, 
volume 1010): https://doi.org/10.1007/978-3-030-23813-1_8  
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Blockchain: A Privacy Centered Standard for  
Corporate Compliance 

Abstract. Recently, the right to privacy has become an important global issue, and laws are 
being enacted in different countries to ensure that citizens have control over how their data is 
stored and used. In this scenario, corporates face an increasing burden to comply with these 
laws, whilst ensuring that their business models and workflows are interrupted to as little a 
degree as possible. This paper presents blockchain as a potential technology that can help users 
keep their data under their own control and yet allow companies to responsibly access the data 
they need to function. It begins with an overview of blockchain as a technology and the 
properties that make it useful as a tool for privacy compliance. It then explores more niche 
fields like Zero Knowledge Proofs (ZKPs) and considers two industries where blockchain can 
be of benefit to consumers and corporates from a privacy standpoint. 

Index Terms: Case Studies, Information flow controls, Security and Privacy Protection, 
Solution Reference Architectures 

Research article manuscript submitted for publication in the IEEE IT Professional Magazine. Manuscript 
is available at http://bit.ly/PrivacyIEEE  
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Mechanical Ramp Attachment for Wheelchairs to Climb 
Footpaths and Elevated Surfaces 

Abstract. This paper aims to tackle the problem of wheelchair bound personnel being unable 
to climb footpaths due to the absence of ramps on many pavements. The paper suggests a 
mechanical solution the problem that is simple yet effective in that it allows a wheelchair user 
to independently climb footpaths with minimal or no assistance. The design, which can be 
mounted onto any standard wheelchair, uses retractable control rods and an inbuilt ramp to lay 
an inclined plane in front of the wheelchair when needed, allowing the handicapped person to 
ascend or descend a step. This paper delineates the function and construction of each 
component of the proposed system and illustrates the same using both line diagrams and three 
dimensional computer generated models. It also investigates the various materials available 
for the construction of the device, whilst stating safety requirements and ensuring that the 
design adheres to them. Finally, it ends by describing the mode of operation of the device, and 
possibilities for future development of the design. 

Keywords: Adaptable ramp, retractable plane, modular wheelchair 

Paper published in International Journal of Mechanical Engineering & Technology (IJMET), Volume 10, 
Issue 06, June 2019, pp. 187-193, Article ID: IJMET_10_06_013. Paper open access and available at: 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3451147    
 
 
 
 
 
 
 

 
  


